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NO.1 Your network contains an Active Directory forest. The forest contains a domain named
contoso.com. The domain contains three domain controllers.
A domain controller named lon-dc1 fails. You are unable to repair lon-dc1.
You need to prevent the other domain controllers from attempting to replicate to lon-dc1.
Solution: From Active Directory Sites and Services, you remove the object of lon-dc1.
Does this meet the goal?
A. No
B. Yes
Answer: B

NO.2 A technician named Tech1 is assigned the task of joining the laptops to the domain. The
computer accounts of each laptop must be in an organizational unit (OU) that is associated to the
department of the user who will use that laptop. The laptop names must start with four characters
indicating the department followed by a four-digit number Tech1 is a member of the Domain Users
group only. Tech1 has the administrator logon credentials for all the laptops.
You need Tech1 to join the laptops to the domain. The solution must ensure that the laptops are
named correctly, and that the computer accounts of the laptops are in the correct OUs.
Solution: You pre-create the computer account of each laptop in Active Directory users and
computers.
You instruct Tech1 to sign in to each laptop, and then to run djoin.exe.
Does this meet the goal?
A. No
B. Yes
Answer: A

NO.3 Your company has a marketing department.
The network contains an Active Directory domain named comoso.com.
The domain contains two top-level organizational units (OUs) named MKT_Comps and MKT_Users.
MKT_Comps contains the computer accounts for the computers in the marketing department.
MKT_Users contains the user accounts for the users in the marketing department.
You link a new Group Policy object (GPO) named GPO1 to MKT_Comps.
You need to deploy a VPN connection to all of the users who sign in to the marketing department
computers.
The users must be
A. Computer Configuration/Policies/Administrative Templates/Network/Network Connections
B. User configuration/Policies/Administrative Templates/Network/Network Connections
C. User Configuration/Preferences/Control Panel Settings/Network Options
D. Computer Configuration/Preferences/Control Panel Settings/Network Options
Answer: D

NO.4 Your network contains an Active Directory forest. The forest contains two domains named
litwareinc.com and contoso.com. The contoso.com domain contains two domain controllers named
LON-DC01 and LON-DC02.
The domain controllers are located in a site named London that is associated to a subnet of
192.168.10.0/24.
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You discover that LON-DC02 is not a global catalog server.
You need to configure LON-DC02 as a global catalog server.
What should you do?
A. From Windows Power Shell, run the Enable-ADOptionalFeature cmdlet.
B. From Active Directory Sites and Services, modify the NTDS Settings object of the London site.
C. From the properties of the LON-DC02 computer account in Active Directory Users and Computers,
modify the City attribute.
D. From the properties of the LON-DC02 computer account in Active Directory Users and Computers
modify the NTDS settings.
Answer: D

NO.5 Your company has a main office and a branch office. The two offices connect to each other by
using a WAN link.
Your network contains an Active Directory forest named contoso.com. The forest contains a domain
controller named DC1. All of the domain controllers are located in the main office.
You install a read-only domain controller (RODC) named RODC1 in the branch office.
You create a user account for a new user named User1. You add User1 to the Allowed RODC
Password Replication Group. User1 starts work on Monday.
You are notified that the WAN link will be down for maintenance on Monday.
You need to ensure that User1 can log on in the branch office site on Monday.
Which command should you run? To answer, select the appropriate options in the answer area.

Answer:

Explanation

The following example triggers replication of the passwords for the user account named JaneOh from
the source domain controller named source-dc01 to all RODCs that have the name prefix dest-rodc:
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repadmin
/rodcpwdrepl dest-rodc* source-dc01 cn=JaneOh,ou=execs,dc=contoso,dc=com References:
https://technet.microsoft.com/en-us/library/cc742095(v=ws.11).aspx

NO.6 Your network contains an Active Directory forest. The forest functional level is Windows Server
2016.
The network contains Linux servers that use MIT Kerberos V5 to provide an authentication,
authorization, and access service.
You need to ensure that users can use their Active Directory credentials to access the resources on
the Linux servers. The solution must minimize administrative effort.
What should you implement?
A. an external trust
B. a realm trust
C. Active Directory Federation Services (AD FS)
D. a Web Application Proxy
Answer: B
Explanation
References:
http://techgenix.com/active-directory-trusts/
https://www.rootusers.com/how-to-join-centos-linux-to-an-active-directory-domain/

NO.7 Note: This question is part of a series of questions that present the same scenario. Each
question in the series contains a unique solution that might meet the stated goals. Some question
sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.
Your network contains an Active Directory domain named contoso.com.
A user named User1 is in an organizational unit (OU) named OU1.
You are troubleshooting a folder access issue for User1.
You need a list of groups to which User1 is either a direct member or an indirect member.
Solution: You instruct User 1 to sign in and run whoami.exe/groups.
Does this meet the goal?
A. Yes
B. No
Answer: A
Explanation
References: https://www.thewindowsclub.com/whoami-windows

NO.8 Note: This question is part of a series of questions that present the same scenario. Each
question in the series contains a unique solution that might meet the stated goals. Some question
sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.
You have a server named Web1 that runs Windows Server 2016.
You need to list all the SSL certificates on Web1 that will expire during the next 60 days.
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Solution: You run the following command.
Get-ChildItem Cert:\CurrentUser\Trust |? { $_.NotAfter -It (Get-Date).AddDays( 60 ) } Does this meet
the goal?
A. NO
B. YES
Answer: B

NO.9 You network contains an Active Directory domain named contoso.com. The domain contains
the objects shown in the following table.

 

The domain has the Group Policy objects (GPOs) shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.
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Answer:

Explanation
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NO.10 You create a user account that will be used as a template for new user accounts.
Which setting will be copied when you copy the user account from Active Directory Users and
Computers?
A. Published Certificates
B. the Office attribute
C. the Member of attribute
D. the Description attribute
Answer: C

NO.11 Your network contains an Active Directory domain named contoso.com. The domain contains
a read-only domain controller (RODC) named R0DC1.
You need to retrieve a list of accounts that have their password cached on RODC1.
Which command should you run?
A. dcdiag.exe
B. ntdsutil.exe
C. netdom.exe
D. repadmin.exe
Answer: D
Explanation
https://technet.microsoft.com/en-us/library/rodc-guidance-for-administering-the-password-
replication-policy(v=w

NO.12 You have a server named Server1 that runs Windows Server 2016.
You need to configure Server1 as a Web Application Proxy.
Which server role or role service should you install on Server1?
A. Network Policy and Access Services
B. Web Server (IIS)
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C. Remote Access
D. DirectAccess and VPN (RAS)
E. Active Directory Federation Services
Answer: C

NO.13 Your network contains an Active Directory forest. The forest contains a domain named
contoso.com. The domain contains three domain controllers.
A domain controller named lon-dc1 fails. You are unable to repair lon-dc1.
You need to prevent the other domain controllers from attempting to replicate to lon-dc1.
Solution: From Active Directory Sites and Trusts, you transfer the operations master roles from lon-
dc1.
Does this meet the goal?
A. Yes
B. NO
Answer: B

NO.14 Note: This question is part of a series of questions that present the same scenario. Each
question in the series contains a unique solution that might meet the stated goals. Some question
sets might have more than one correct solution, while others might not have a correct solution.
After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.
Your network contains an Active Directory forest named contoso.com. The forest contains a member
server named Server1 that runs Windows Server 2016. All domain controllers run Windows Server
2012 R2.
Contoso.com has the following configuration.
PS C:\> (Get-ADForest).ForestMode
Windows2008R2Forest
PS C:\> (Get-ADDomain).DomainMode
Windows2008R2Domain
PS C:\>
You plan to deploy an Active Directory Federation Services (AD FS) farm on Server1 and to configure
device registration.
You need to configure Active Directory to support the planned deployment.
Solution: You raise the domain functional level to Windows Server 2012 R2.
Does this meet the goal?
A. No
B. Yes
Answer: A
Explanation
Device Registration requires Windows Server 2012 R2 forest schema (not just domain schema).

NO.15 Your network contains an Active Directory forest named contoso.com. The forest contains 10
domains.
The root domain contains a global catalog server named DC1.
You remove the global catalog server role from DC1.
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You need to decrease the size of the Active Directory database on DC1.
Solution:You stop the NTDS service on DC1. You run ntdsutil.exe, use the metadata cleanup option,
and then start the NTDS Does this meet the goal?
A. No
B. Yes
Answer: A
Explanation
You need to run ntdsutil.exe with the 'compact to' option.
References:
https://theitbros.com/active-directory-database-compact-defrag/

NO.16 Your network contains an Active Directory domain named contoso.com.
The user account for a user named User1 is in an organizational unit (OU) named OU1.
You need to enable User1 to sign in as user1@adatum.com.
Solution: From Active Directory Domains and Trusts, you configure an alternative UPN suffix, From
Active Directory Administrative Center, you configure the User UPN logon property of User1.
Does this meet the goal?
A. Yes
B. No
Answer: A

NO.17 Your network contains the Active Directory forests and domains shown in the following table.

A two-way forest trust exists between ForestA and ForestB.
Each domain in forestB contains user accounts that are used to manage servers.
You need to ensure that the user accounts used to manage the servers in forestB are members of the
Server Operators groups in ForestA.
Solution: In DomainBRoot, you add the users to the Operator groups. You modify te membership of
the Server Operators in ForestA.
Does this meet the goal?
A. No
B. Yes
Answer: B

NO.18 Note: This question is part of a series of questions that use the same scenario. For your
convenience, the scenario is repeated in each question. Each question presents a different goal and
answer choices, but the text of the scenario is exactly the same in each question in this series.
Start of repeated scenario.
Your network contains an Active Directory domain named contoso.com. The domain contains a single
site named Site1. All computers are in Site1.
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The Group Policy objects (GPOs) for the domain are configured as shown in the exhibit. (Click the
Exhibit button.)

The relevant users and client computer in the domain are configured as shown in the following table.

End of repeated scenario.
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You are evaluating what will occur when you set User Group Policy loopback processing mode to
Replace in A7.
Which GPO or GPOs will apply to User2 when the user signs in to Computer1 after loopback
processing is configured?
A. A1 and A7 only
B. A7 only
C. A3, A5, A1, and A7 only
D. A3. Al, A5, A6, and A7
Answer: B
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